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(57) Abstract 

PROBLEM TO BE SOLVED: To guarantee tfiat each 
consumer reads the advertisement of a product by 
transferring an eledronlc coupon to a smart card 
through a smart card reader/writer by a software 
program when the software program detects a 
previously defined situation. 

SOLUTION: The certiFied dectronic coupon issuing 
system Is constituted of a computer 110 for 
executing issue software 115, an advertisement 
dsplay computer 120 for executing advertisement 
display software 123 for transmitting a request to a 
coupon to the computer 110, a digtaOy signed 
electronic coupon 150, a payment smark card 
readerA^vriter 160 and a customer's smart card 170, 
etc. The software 115 es^ds a customer's 
Interesting profile or the like tmm a request, 
sdectB an electronic advertiBement coinddent with 
the profOe or the ike and prepares a digptaOy 
signed electronic coupon. A receiver can verifies 



the digital signature by using 
disclosed Icey and message. 
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(54) [J«M©«»] «l^i'-#>SSWff«'>:^7"A*J:«*l* 



(57) [g^] 

W-citSir* Sifters. i7-!j<>t3:>;v-h . 



T — T' 



■ 1 



^ 5? 



i 

5 



(2) 

1 

t. 

l^?f X r - -> 3 >^mst ifciixrypu < i 1 ooJH lo 

1 hoy.-?- Y • f3- Ki> 
mi/}>U< th i-oco;^v- h • ti- K 3 nrti 
•&tifa«rBi[i2iJ>':c< i 1 -oom^^T—'^ 3 

tfri3::l>^c< th 1 -ooy-y v<^x.7 • T'oi^'^A^i^* 20 
[fgjRJi 2 ] S €>{CS*7 * - A iflirian^ ES4^tf 

TstA, 30 

!55mriBJS§:;^7"-'>3>±-C«jfp-r4'?x:/ • :/7'?-!f 
K:iBt)«©'>;^f-A. 

[19*31 5 } mmn^ f - v' 3 i[iB^^^ i' - # 40 

MtaSlS::^ 7=--- ■> 3 > y > p - K -r SfJtcifIB 
mT-^'-^^iCT^v iyiDim^'kt^. mr^m 1 tCBBig 

[iS5}t«6 ] WiB^^K^^r^feSSStlfcraPS-CMff 



!^B32000-67 3 1 2 
2 

*i';;^f-A, 

/cBBUi^T 6SflF%^i?)'r - ij<>©ii3att4lf (if S 

19*^7 «:gB*go->;^fA. 
( 9 1 BJiB®® ;^ > 3 >{c 'J > f § iart > •& 
ii>?t < i 1 o©|%tf X7---> 3 >?r#^. HUiBilji;^ 

f^-->3 >riiK3nfc4'-^K>©^^'^H!riBii»i< i 
[if *S 1 0 ] WaZ'J^fj: <thl o©^tf X 7— > 3 > 

tfTS. iS*^9(cgBi!i©i^;^f^A. 
Ci9:Se« 1 1 ] mi^m^^mfb. ii»i< i 1 1 ■o®*' 

?«s«*>e>m^i'-j}<>{c*firss*«:SfS-rs;^7' 

mUBm-f-E^iWIBS^i' -^>S:rfia^©;^7^-i^ 3 
fjiBr8®#4|iriBfi^K$©tB5fPffi4S»I-r5;^7' 

1 2 ] S 6{CHtjlB<'PfiX-r 6;^'f ^(omicmi 

y^Stf. mmtmi itciBiS©:;^^. 
[ iSjjas 1 3 ] mfiaffifiS-r .S. x 7- 7'ASmriBm-^ - # 

f3is©:^&. 

4] S6{c. iflBP^v- h • KiCiBtiS 
mm^-^- h ■ FA>6WfSWti©fl5iB«^i'-!i<> 



(3) 

3 

[0 00 n 

( 0 :0 0 2 ] 

[0003] i'-sjo^jcMstr. m^i:n^'\>mm 

'mm. @tt©E^^fiA^^^rt,^•^>*^?:^DS^l5*l% so 
<. j^s^:K^■c^,>^>A©^f^!^■?'ffi5fe«:^^Dtt■c«l^f^H: 

[0 004 3 Se^c.^Bfii. d'-;l<>#CC*5*>t>& 
©^{CiSii-C^S, B«AL'-C«)l,>Jat»®lliK:)itUTl'- 

[0005] mmmiit. if-^^>i(mt?>mm 

/jN3SJSS:©uy«6^>3>t;3L-$ • j^xf'AtcS 

^ - fftv'X 7^ A^rffJffl l/t i' - ^^>©^-<- 3 - F <!: ?3 

[0006] K:^P X (Donahue) 0*Si}fl*^4 8 8 
0 9 6 4^t?5J. F^«(®lCEP»ll/fci'-^> 
#=&l2«l/ri»S*s. ±gB©i'-#>^©^^K'S:W9l-r 
.S{CBSr>rt>^Ct>. 4'y5^f->42> (Christensen) 50 



«FPa20 00-67 3 l'2 

(6o*a#itm5 7 1 0 8 6 e^rij. m^^wtcfpfixs 

[0 00 7]*^Bg«. sf-^v-f^ • i'-^>^?fte<J: 
h K^/§jiS^S«. its. *il»«LANS 

[0 00 8] ^tf;^?"— >3><i:m9#;^'f-J^3> 
— > 3 :^\m^Uc^^b i'"Ji<>^&m'9^;^7"— > a 

»). i;-rr^y<D%iE-^m-iXt£< \ mf^imfXf- 

^'3>©SiESfe«!S§ni. itli«C; 
[ 0 0 0 9 3 • ■ 

-e«». rBe^*siii?ii'-!H>=&swffi5if{c$!{o"t,© 

[0 0 10] bfcifi-:,x, *j%Bj©fi©e6f3«. 

h • K{cietesnti,>Si'-;j<>'v©5Jcsi!)5±r i' 

[00 1 1 } i//c*s-3r. *i%Bj(Dffe©am, iSii^ 

ti>ctx$>i>. 

[00 123 

(Wi'>;^f !i8Hiss«ci2ssn 

a. r^^^Ji, ssAT2.a«:nfo/c<t#. m-?-e'-^> 



5 

■5. 

[0013] C(D«®'>;^-f A«*/c. 5StSE*±^ffi' 

[0014] >mnmt ur, :^m(D'^^7-Mtm7 ■ 

.[0015] :^mM(Oiy^f-Mtlt-tc. i^a 

iae 5f > f a - i» -* y * ipss s ti/c f - !j<> 

[0016] 

[|%Bj©^;»ojB!|l] ^1 a> w^©mf->;^7-A© 

3>. 3iS»^iTV7 h-JxTl 1 5?:*tff 

I 1 Oi, (viewing) Xf'-i'a^. ii^ 
1 2 5«:*t1-ig5)??&Btf=i>f*-i' 1 1 40 

oicmm-rhm^nivy h-^^r 1 2 3?:^Tf 

^7j^3>fjL-$ 1 20i. lE^TT^U-^ h • V7 h 
•5*T1 3 0?:lllT-rSffi^jn3>fa-.irl 2 0 
i. m-T-C^l 40i; r ^ i^Jbig^gn/cmTi'- 
TtO 1 5 0 t/»i->ffi^ (dispesnsinp) XV- h • 
K^m/Sii^S 1 6 0 <b . ^T-i'-jjO 1 5 0 
t-tl,».2>SIS©;^V" h • K 1 7 O^rSff. ftStfJ 
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[00171 t/.oaioxv- h • ij- h-mm/^jmm 
^r^i^v h • V7 h-Sxr I 3 oicirjTri'-b;^^! 
(0 0 1 8]»!fV7 h-Jsr 1 15i. ffis^v^ 

h<;x7 1 2 3i. irSr^'U-;; h-V7l-'?x713 

E^l 4 0B. ffi^3>f'>7 • '<>4''-A>6«it§3n 
W$©X-7- h • K 1 7 Oia> XV- h • i^)- 
K • '<>i^--A^e>ISA-C*^.. iHiJc. ®S:©xv-h 
• K^K/Sii^S 1 6 0 XV- h • 

1 1 0i)2:^^3>f a-df 1 2 0«. 3>f3.- 

5f • ^N- K-^xy • «>a^-!i)>6A#-c*s. m^i?- 

!J<>1 5 0». 1 1 SiCjc^-Cf'^S 

i'-:K>i 2 5 tcs^-r^.s*«. m^^vy h 

■iJxT 1 2 3tcJ;-3T{'P^3tiS. 
[0 0 1 9] 02«. 3|J|%W©^?f3>e*-$±-C«!l 

f1f-r'5^?fv7 h-5xr©^^6txS l-:5©iiiiK':c?jS 

^fy 7 h ■?xT«ES^/T^3>f*-*A>6©SSs%?# 
®^{c«. W'C» (fci^tf. 7-::.x©ffiift) ; AP 

Xf-',>7"2 2 0f. l%tfV7 h-JxTBS 
6Il«OM*:^ P 7 r -r Jl/ i APi^'T- «raX tl 
ffl-r. x?'7 7'2 3 0t?. ^tfV7 ^■i'xr«iSS:©M 

'C»7"o7.T -f ji'iJio'APi^stf-i' i-^-rsm^E 

Xf -.;7'240-C. ^^fV 7 h ■JxTttf'-t i^* JVS^ 

[0020] T'-ii^i'mm-mitc. mw^om^^ 
-c^h. 7=-<i>^)\^m&kt. <&©=»> 1 3- if-cisi-© 

[002 1 ] Xf-v7"2 5 or. |t!fV7 h<5xT«^ 

)£^r7'u-^ h ■ 77 h'i'xT. fe<fco'^lFi' 

tf77 h'?»7BJ2;S^77 h':?x7*>6SIJ©S5jt*J 



7 

[0 02 2] S3tt, *^?g©as^3>eox-i'±r«> 

*i?r^S-ri®nsr^-2).';^7-7 7'3 1 or. K^^v. 
7 h X 7 iiSlSA^ 6 i' - {cj=t-r 2>S^A5il< ©=& 
7.rv-:fZ l ST. ^tSV? hOxTtt. ^© . 

3 2 01?> ^^V7 hOxTtt> 10 

^4^?[f3>tf»-f{cSlffi-rS. y^f--<':/3 3 0r, 

tCiftb,' T.T-'jrf^ 3 5-C. • ^.■?-fe-i?%«^ 

t. '^7*3 1 0-C. MS*^6(D:'X©gJS?:^-:>o ^ 

TBil'af'y7'3 4 0-C. K^TVUv h • V7 h'Jx 
7. «IT-JA^. fed;bfm¥l'-5}<>«:Sfif So '^k:;^ 20 

7".-y\7"3 5 or. ^7i\V7>'5x7liE^77'b-;' h • 
V7 h'5x7«r^f-r-5. ;^f--;'7'3 6 0r. E'^77" 
U-^ h • V7 h'?x7»)HS*«J2:#±**m/c*>i*^*> 

^iJ^tSo ;^7'-y7'3 7 or. 7 7'U7 h • V7 f-'t;x 
7*si'-{ ^7-? KC!i4;!i\ */cliSaS*S77'U f h • 
V7 h'?x74»7IJ«:j§7L/ri/S-3fcia^. 

•7 P."i'*7l3:-b '-'i^g^'&^TL/. K-^r Xf'v 7*3 1 
0r)|Ig*>6CDycOS3R?:#O. Xf-y7*380r. ffl 

7'U 7 h • V7 h'?x7», tZ.lifflL.:^-^'- h • F 30 

(002 3) ^^V 7- h -J x7eDWi Ur . 

x-T" • 7'v'5lf?ri£-3r7i'-feXr3rSURL (Unifor 
m Resource Locator) 7 K U';^=£r}#-0'7-Jl' H • 7-^ K 
• -J^x:/ (Web) URL7KU;^ti»tf 

Web-^-i^W. ?SS«MrgBATSi2<S©*SA:/3:? 

Srt-5. '^t.>r. ^N'^^-i'^rft'^We b'^-y=&* 40 

X 7^--> g >©W e b f --'^'^igfiT S C iTiSr^ 
S. ^Xtc. We b-9---'mm7V7 h-^ x7<btfc«:-e 

U. ^n^77'L'"^ h • V7 [-■?x7<!:ifcK:^^y7 

F'j'x7«:SI(t-r'£.c<!:*Jrts..jim. ^^fsy^h-? 

x7*57:?'Uf ^ • 77 h-5x7=&Si«ltS. SttSn 

/c77'l'->' h • V7 h'5x7«. ?i®^:^7^->'a>± 
K)A#^^^r;L/, Xf- -> 3 >imS^-©>!=rS?:*iWt- 
So 77'L/5; h • 77 h'i;x7li. 4'-s}<>4?Sg^© 

h . KtcigjiTsssisw-rscifcrt so 
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S. 36K:. 7 7-^^- h • V7 h'?x7a?S®^*?)r^ 
•rS£>i!Ai*S i '> CC-rStSfig^S^TS C i A^rt 

s. 

.( 0 0 2 4 ] 134 ». m^m^y V h xr ii^tf V 7 

h'?x7<b©ra©St^©#^e.ns l -oc^SiiSn^rTn 
TSEEtl0"C*S. :?"42 or. E^jn3>fa 

f-^:?'4 3 0r. |?ff3>fc'^-5'»)iS7:/bf h • 

7 7"44 0r, E§^n^3>fx-if}J77'Uv h • V 
7 K'i'x7^ll^f-rS. 77".U>:- h • V7 h'5x7«m 
T-E^^r^^-rS. 7'4 5 or. 77"Uy h • V. 

7h'>x7tt. l£^^«:*JB«*safc3iP^^*>{C«^t> 

ri^:^=&9i«-rSo ;^r-^7-4 6or. si^*smiF)2 

^»«rm'i»>??cti^, /2;S77'Uy h ■ V7 hOx 

7«-fevJ^3>**^7L/r. f 7'4 i.or<x©S* 

^ff-o, 7"4 7 ormT-Efe^f* 

=&l./cii^k:tt. 77"U -;; V - V 7 h -J x7Bf'-^ i^f 

JUS«Sn/cS^i'-!j<>%SI?S©:^%'- h • Ktc 
ASnS. S6(C. jS^77*L/7 h • 77 h'^'x7?rS^ 

ri»5ci*«iE-rsci*Jr*s. • i^;^ 

5^ArjBiStW4^«S:?'n h a;!/. gJcSESi:^^- F 

x7. S?ci3:ieiS«J#7'-i'^-;^«:ffifflLr. 
te J: OVjN^|g^K:<fc sm^=- f ■~if^^^<J>Z.wm'<?Wk^ 
BS-CCiTisr^S. I BM*>e>A*r*SM. Bellarete 
© TiKP-A Family- of Secure Electronic Payment- Prot 
ocols ( i K P -^(SSmTm7-o t- 3 jl/ • 7 T 5 . 
U) J (1 99 54^7^ 1 2 B) K:..C©J:'5^c^« 
St'o h3;i'©a^j&:Wget8$tiTi,»S. 
[0 02 5} m-?-i'-^>«EngiJ2n^j:li©r. fSJSfe 

EpgiJb. *S(,»a^fi2?-rsci*5ri?!ii^ ;:^v-h • 

ij- Ftc^^rtSm^-i'-jJOG^iiWM-rSCi^* 
r^s. 

[ 0 0 2 6 ] 0 5 «. :$:^B^©«S->;^7- A • 7-+ 7- 

. i'?--i'©it?}ffiwu-r7"? h^&jj^-rt^rS)S. ssjct}^ 

>f*-5f5 1 0, 3XSK±^^^='7-D-b-^-9-5 2 
0. lRji;^v- F • ;!7" Fl^aX/Sji^S5 3 0,7^^ 

5 0?:i3tt!-rSJKS©;^ 
v-F-:^-F. fcJ;o'l%^fxf--->3>^ffi^r(.> 
S. mf:^f'— >a>tt. iiS. 3>fa-Jfi lOr 

ji^^© ^Jl"- 7-©/cS)©TOS:»fcT3X^SCi2S 3 



(6) 

9 

■5., «S3>f3.-if5 1 0«$fc. 3iSmi5i5]ll5 7 

[0 02 7 ] H6teJ:CJia7tt. AMWIS7c^.#,-Ccd« 

$>i,, T.'rv-^^ 1 or. ?«®^tt;^v- i- • M7- K 1 10 
7 0 (01) ^^MT.-y- h -tj- K^/SiiSSB 
3 0 (H 5 ) iCWXt?>, 7^-7~ h • Ktt. f^-f 
5'JUS«$n/cm^i'-!j<> 15 0 (01) 4$tf, ;^ 

T^-^-T-e 2 or. h • FBsBtssnriiS-r 

'^r©e'-;}<>©'j;^ h5rfflS3>f;x-i'5 1 0 (0 
5) fCSftrS. X'f':7:^.6 3 or. 

h?&«SE$itS^«S3:^ci-t2-;' •9-5 2 0 (115) tee 

91J-5 2 0 (H5) «. ■r'<T©i'-#>©y;^ F^riffl 20 

6 5 or. eJc®E5±S±«S37'a-fe'>1^5 2 0 (0 

5) \t: »iis^ni'-5i<>=&Biji»r53v>K*x-7- 

fCtt. Xf-"^ 7*6 8 or. KSRS±S±<S3l3 7"P-fe-;; 

sr. V • KB-«'rsW3iai«:i'-sJ<>%5it 

1 0 0 2 8 } mm^^mKpm^ofmf^ii'hm. 

>*jei?f. ssiR. lati. t/cttHi»Tsfig<i?*i. mm 40 
±-'N-^ H-^xT^i^e 5 50(^tijriiif§n5. k 

teJ:0*:^v- h • K©--8Sr*.6. mwSimmJi 

±S:^fi^S37'PH2 7l?-«. IBM 47 5 8i&i'. V 
4' P 7" P -fe 5- t >/fc y 5:^SE)5±i > i' o 2^ + 

K:jRitti/fcKai»±tf^ai: r * c iAsr t 

[ 0 0 2 9 } 08«. aSW^£«QOi7-^>if*a)W0 

©^^etis 1 -3©^s?iSn?:7n-r«in0r^>2., 

yT"? 1 or. (SM^^ta-i'S 10 (05) B^^f 
3>tr;»-^'l 10 (05) S/cBSfi^^^ta-if 50 
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•3. »5(,>B®W>JcWH{C||ii3txS. Xf^-^-/7 2 0 
r. ffl®3>t*-$5 1 0 (05) B. T^^iJf^Ug 
«$nfc^Ti'-=ti>l 5 0 (0 5) ?r^tf3>f^- 

$110 (05) ic^fi-r^.. xf^- 7-7 3 or, 

x^f ->'7-7 4 0r. 35LlS^«iSA{C*fbWian&i'- 
{ 0 0 3 0 1 09 B. f<^SQS0Sg{C*}Wi*«M©V 

=&n^-rt^0r*s. 09k:^>3nrt,»&iiifi»s§rB, 
{t®D>fa-*5 10 (05) rt©5mi»±^«a 

37'D-fevt^5 2 0 (05) ?:^tf3>fi-$ 1 1 0 

(05) (tJ©i'-^>©7'-:Jf'<-;^8 1 oratfe^ 
t'-^'^.-xb. Tr«:^gffi$nfci'-'}<>©';x 
h (2as«:fin^3nfcJg^{c-en«:}g*&r4fc»k:ffi 
fflrs)"$/cB*^ffli'-^>©';;^ h*^.^. ^c*^ 

?)«l©/cJ&ffi5^5n3t4'-!i<>*iSlM3na. ®A*s 
i;-#>©^j»*tf Ote»{c^?f3>t:*-in 1 ok: 

lo^l^^or. -?-n-6©i'-5i<>*iWiSar&5A>i'5 
ii^'^mMti. ^©}^. ■f-i"<-;^8 1 ottir^-p*i 

[003 1 ] S4s!)i0r. *^l«©l8i5)E{CMl/r«T 

©^3S«pg^-rs, • 

[ 0 0 3 2 ] ( 1 ) «^fl«}{cE#«:tlS^L/ f -sK>=&ff 
^•r5^^i'-^>'^^r>X'?-Ar$>-5r. gTS©S^i 

i>fcifo<D'pt£ < i 1 rjc^tf ;^ 3 > i . gtrte^ 

If X 7"- 3 > P> Si^ir^fc J: y'^^ i' - '-iO 

L-. a—lfi©S«S©/c*a— !ftci[fBII^E^?rJI^ 

f * - ^ > KlMf ■S =& ^ - ■5^*' ^ f ;^ 

IbO'ptji < i 1 -:5©;^ V- h • K i . m'i'PU < 
ifc lo©;^v- h • ij- h-{C«}#Sn-Cl,»StS«l«:Sf 

f2^J>^£< i i 1 r)(Om%:^T--i^ 3 >'^iHiTS/c&© 

a-tfiiriBS^ir^©tai:f'pfflt^'&iim-rs/cA© 

ii>^t< i t 1 0©V7 h'i'xT • T'Pi'^Ai'&fii^L, 

Biriaii>^£ < i 1 o© V 7 h X r • 7'P >fvh.ifi=ft) 

%m:U1dm.^Wiil>1ct^ . mii'PU< i4> 10© 
Xf-A, 

(2) $eK:®*7 + -AiBlriS^T)A§^StrtSia5: 
^■r.5fcii!)©:x"1f • -(>4'7x-;^ • P'.py^A^r 



u 

As 

(3) Biriaa— tf • -oiiv^-x- ■yx2{fyAmiz 

tt,^^. ±ie (2) k;iB|g©->X7-A. 

( 4 ) tir§Bii><c < t 1 00 V 7 h * T • rT'a A 

•:f ■ ^^biftti>icmi=S:mmr6. ±is O) tcge 

iJi£D->i^7-A. ^ 10 

":P:^k7'-ri^f ju;&«=&-rs. ±12 ( 1 ) {ciaeos/ 

Xf-A. 

(6) ^ias^K^=&^«)3t«s*xfciajfB-ci^-r§. 

±iBU i ) U:taK®->::^7-A. 

h • Kg!HSI/S3i^Si?:<i:i> Bifia(8ji:^f---> 20 

3>\*i»triaii>n£ <thi -oid^^^-: h • kk^s 

AaSi -m-r 5 i' - j}<> »T <E. 7" A. 

(8)56 (cij^^j < i 1 r)<D-^m±^±mm^-:fri 
sfriaKSKis^s 3 7- n -b cDrtSisrutf 1/ . -e- 

( 7) tCiai!4©->:^-fA. 30 
(9 J «iia(RB;^f-'>3>K:';>i'$tirt,»4iJ>^j:< 

i 4> 1 -OiD^tf X^-i/ 3 B!IBiR®;!^5'-J^ 

3>rii»R$n/ci'-^i'CD#??r^3'riBiJ^^C.<.i.^>.lo . . 

©l6^7Xf— >'3>t:tf^. ±gB (7) ictmoiy;^^- 
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